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company building blockchain applications
research focused
invested in functional programming

built Cardano network, Ada cryptocurrency



Blockchain Protocols



decentralisation
no trusted authority

permission-less
anyone can join

persistence
established entries can not be deleted

liveness
entries submitted to the system will be included
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* gsplit ledger into “blocks”
* everyone takes turns, assume honest majority

* permission-less: Sybil attack

1,05 )\ )‘ l

(( G



AN

Ve

/
[

o
(@)

Block Block Block

S—— 10...| [Nonce > 111...| INonce > O1...||Nonce

TIx || Tx||Tx||Tx||Tx Tx || x| Tx||Tx]||Tx Tx || Tx||Tx||Tx]||Tx

* gsplit ledger into “blocks”
* everyone takes turns, assume honest majority

* permission-less: Sybil attack

Proof of Work
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e randomised leader election, one CPU, one vote
reward the winner

* |ongest chain wins: hard to revert old blocks
unless you have >50% of CPUs

problems:
* huge energy consumption

* mining pools lead to centralisation



Different leader selection: weighted by stake

e each time slot, randomly pick one coin
owner produces a block

* needs randomness, naive approaches vulnerable to
grinding attack



First Provably Secure Proof of Stake Protocol
* gplit time into slots, elect leader for each slot based on stake

* stakeholders are responsible for agreeing on randomness for next
epoch

* proven secure against adversary with less than 50% stake

Adversary | BTC | OB Covert | OB General
010 | 50 | : ' 3
015 | 80 |
020 | 110 |
0.25 | 150 |
0.30 | 240 |
0.35 | 410 |

0.40 | 890 |
0.45 3400 317




extension of Ouroboros to semi-synchronous setting
deal gracefully with message delay
as delay increases, adversary grows stronger

currently implementing for future versions of Cardano
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Fig. 1: Junctionality Fies.

Theorem 4. Let f € (0,1), A > 1, ghd | beucl@th ™
a string drawn from {0,1, L}® according to Df. Thef§ we have Pr(div

Proof. Observe that divg(:) is monotone in the sense that if 7 is a pre

this follows because any fork F' Iy # can be “extended” to a fork .

of F. Additionally, we note that divg(-) has a straightforward “Lips

then divg(y) < divg(¥y) + s; this follows because any fork F' b y can

by retaining only vertices labeled by #—this can trim no more than
In light of Lemma 1 we conclude that

diva(w) < divg(pa(w)) < dive(pa(w)'?) + A < divg

where the last inequality follows because the random variable pa(
length no more than R. As the random variables z; are binomial wit
conclusion of Theorem 4 now follows directly from the assumption tl
Theorem 3.
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publication

* high level of abstraction

e written in plain English and mathematical formulae
* has proofs of security

code

* deals with all the details

e written in Haskell

e proofs?

= 11



* translate the algorithm to a formal language
executable specification
same level of abstraction

* small steps of incremental refinement
small enough to verify/prove
explicit design decisions

* simulate & test every refinement
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model distributed systems by processes and channels
» parallel and sequential composition
* sending and receiving data

* observational equivalence, bisimilarity
equational reasoning

P~Q:P—=“P.Q—=“Q P ~Q

CCS, CSP ACP m-calculus
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0 Nil
MN.P Output
M(Az)N.P [nput
case ¢, : P || -+ || on : Pn Case

T the (data) terms, ranged over by M, N

. .. C the conditions, ranged over by ¢
(ra)f Restriction

PlQ Parallel
P Replication
() Assertion

A the assertions, ranged over by W

Parametric Family of Process Calculi

* gpecify types of terms, conditions, assertions

* well-established theory and tooling
Psi Calculi Workbench

S 14



implement Psi calculus as EDSL in Haskell
write Ouroboros Praos in this language

starting point for
* simulations
e export to proof assistant (Isabelle, Coq)

* refine, add networking, ... = production code

= 15
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add broadcast channels, sub-processes

\L -
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Modelling
Performance

And Failure



how long does it take for transactions to be recorded?
how long does it take to join the network?

can blocks propagate through the whole network in a
single slot?

what are the resource requirements for a node?
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improper CDF
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Example: Ring
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— NOC [ecovery

— Jlodal r2covery

Ring Comparison

20
Seconas

— hCp-Dy-hop recovery
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e simulations will take AQ annotations into account

* can be ignored when exporting to proof assistant

N 22
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First to Finish: max
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Sequential Composition: Convolution
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assign AQ terms to atomic operations, channels

algebraic rules to manipulate AQ expressions

complementary to simulations: see why performance is as
itis
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* cryptocurrencies carry large value

* blockchains proposed for other critical infrastructure (land deeds)
needs to be fit for purpose

need high assurance
* peer reviewed, provably secure protocols

* high-assurance software development methodology
take small steps from protocol to production code

* design for performance

* open repository: https://github.com/input-output-hk/ouroboros-spec



