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Where would this line be used?

int mid = (low + high) / 2



… and what’s wrong with it?

int mid = (low + high) / 2
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Sorting in Java
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list.sort((x, y) ->

x.beard.compareTo(y.beard)

)
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CAV 2015

http://envisage-project.eu/wp-content/uploads/2015/02/sorting.pdf


Programming & Bugs
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Bugs: We don’t like them

Yet, they keep cropping up …

10



Requirements

Design/Architecture

Implementation

Testing

Operation

“Debugging”



Debugging is a core skill
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OSDI 2014

https://www.usenix.org/system/files/conference/osdi14/osdi14-paper-yuan.pdf
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Empirical Software Engineering 2015

https://link.springer.com/article/10.1007/s10664-015-9381-9
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“Program testing can be a very effective way to show 

the presence of bugs, but it is hopelessly inadequate 

for showing their absence”



Formal Methods
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“Formal Methods refers to mathematically rigorous 

techniques and tools for the specification, design and 

verification of software and hardware systems” 
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Specification
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ISO 5807 Flowchart
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ISO 5807:1985
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What is verification?

Specification ImplementationProof



What is verification?
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Formal Methods in practice
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Central Bank Digital Currency
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CBDCBanknotes Bank deposits 

and e-money

Issued by the 

central bank

Digital money



Our customers

● central banks

● commercial/retail banks

● payment service providers
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How money is represented in G+D Filia®
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Isabelle to the rescue!
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“Isabelle/HOL = Functional Programming + Logic”



G+D Filia® in Isabelle/HOL

● mathematical model of “coins” and their evolution

● graph-theoretic considerations

● high-level correctness properties

● reference implementation (executable in Scala)



Example: Money in circulation

definition graph_balance :: nat where

‹graph_balance = (∑N ∈ unspent. value N)›

lemma graph_balance_alt_def:

‹graph_balance = ¦(∑c ∈ graph. value_difference c)¦›
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It’s not just us

38



Proof-Driven Development (PDD)
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Designing a new feature

● Can the feature work correctly?

● Are there any undesirable feature interactions?

● How can we implement the feature?
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PDD works for us

● we found some flaws in our initial design of a feature

● … including a feature interaction bug

● after iterative improvement, the feature is now better than an alternative design

● changed the internal (simpler) data model, but we established a mapping

● feature has been shipped to production
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Roadmap
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There’s always more to do …

● expanding the scope of our formalization

● adding model checking to our toolbox

● closing the gap between executable specification and implementation
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Closing the gap
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Questions?

Answers!

Lars Hupel

https://lars.hupel.info

lars.hupel@gi-de.com

https://lars.hupel.info/
mailto:lars.hupel@gi-de.com
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